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Chapter 1
Electronic Health Data Categories

The evolving landscape of healthcare technology has given rise to various types of 
data, each serving a unique purpose in practice. The definitions of the most com-
monly used categories of health data are presented in Table 1.1, while the descrip-
tions available throughout the chapter show their diversity and significance, mainly 
in advancing healthcare research and practice.

1.1 � Real-World Data

1.1.1 � Real-World Data: Background

Real-world data (RWD) are data related to patient health status and/or the delivery 
of healthcare and are routinely collected from a variety of sources. Examples of 
RWD include data derived from electronic health records, medical claims data, data 
from product or disease registries, and data gathered from other sources (such as 
digital health technologies) that can inform health status [1]. The NICE further 
extends the definition of RWD in that most data sources are observational (or non-
interventional), meaning that if any interventions (or exposures) are applied, they 
are not determined by a study protocol but are a result of decisions made by patients 
and healthcare professionals. Real-world evidence, on the other hand, is evidence 
generated from the analysis of RWD that provides information about the usage and 
associated benefits and risks of a medical product [1]. The NICE further elaborates 
that RWE can include a large variety of evidence types such as disease epidemiol-
ogy, health service research, or causal estimation. In RWE studies, routinely col-
lected data, customized data collection, or a combination of the two can be used. 
Single-arm trials that use RWE sources to create an external control are also consid-
ered RWE studies [2].
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Table 1.1  Common health data categories

Electronic health 
data categories Definition

Real-World Data 
(RWD) and 
Real-World 
Evidence 
(RWE)—Sect. 1.1

Real-world data (RWD) refer to patient-related health data (namely data 
representing patient health status and/or the delivery of healthcare) obtained 
from a variety of sources such as electronic health records, health insurance 
claims, patient surveys, product and disease registries, e-health services, 
etc. real-world evidence (RWE) is derived from RWD and represents the 
clinical evidence about a medical product’s safety and risks or benefits

Administrative 
health data—Sect. 
1.2

Synonyms are “health care utilization data”, “administrative health care 
billing records”, “administrative claims data”, or simply “claims data”. 
These are data that patients generate by encountering the healthcare system, 
either while visiting the physician’s office, undergoing a diagnostic 
procedure, being admitted to a hospital, or receiving a receipt of a 
prescription at a community pharmacy. Their collection is primarily 
intended for administrative or billing purposes; however, they are also used 
to study healthcare delivery, benefits, harms, and costs

Biobanking 
data—Sect. 1.3

Data collected in biobanks which represent large collections of 
biospecimens connected/linked to relevant personal and health information 
(such as health records, family history, lifestyle, and genetic information) 
and their main purpose is for use in health and medical research

Clinical trial 
data—Sect. 1.4

Refers to data collected during a trial including various data types that are 
later transformed into analysable datasets to answer specific research 
questions and generate various publications/reports

Electronic Health 
Records (EHRs)—
Sect. 1.5

An electronic health record (EHR) is a digital patient paper chart that 
contains health information (such as medical and treatment histories of 
patients) but also medications, treatment plans, immunization dates, 
allergies, radiology images, and laboratory and test results

Genomic and 
proteomic 
data—Sect. 1.6

These data are derived from genomics and proteomic studies. Genomics 
performs a systematic study of genes, their functions, and their interactions, 
while proteomics is focused on studying proteins, protein complexes, their 
localization, their interactions, and posttranslational modifications

National 
Registries—Sect. 
1.7

National health registries represent health information systems, which are 
primarily intended to collect, process, and analyse data on diagnosed 
diseases. National registries are usually focused on specific diseases and 
include only, for example, diabetic or cancer patients, among others

Person-generated 
(electronic) health 
data (PGHD)—
Sect. 1.8

Person-generated health data (PGHD) includes health-related data that 
patients (or family members or other caregivers) create, record, or collect, 
aiming to help address a health concern. This data type often sits outside 
the traditional clinical setting but can provide useful insights and give a 
more comprehensive picture of a patient’s health. PGHD data sources 
mainly today include technology-driven solutions such as wearable devices, 
mobile apps, and home monitoring systems. Such data include results from 
home glucose/blood pressure monitoring wearable, fitness tracker data, 
among others

Social and 
Behavioural 
determinants of 
health—Sect. 1.9

Social and behavioural determinants of health (SBDH) include 
environmental conditions in which people are born, live, learn, work, play, 
worship, and age that are found to impact a wide range of outcomes and 
risks related to health, functioning, and quality of life. These variables can 
be divided into five main categories: Economic stability; education access 
and quality; social and community context; neighbourhood and built 
environment; and healthcare access and quality
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In recent years, the generation of RWD has grown rapidly as a result of the 
immersion of new technologies in healthcare sectors in different scenarios. Because 
RWD is by nature observational, unstructured, or incomplete, and voluminous, it 
can be viewed as a suboptimal data type that faces both opportunities and chal-
lenges. Different research methods are being used and developed to make use of 
RWD, including clinical trials, target trial emulation, and applications of machine 
learning (ML) and artificial intelligence (AI) techniques [3]. Organizations such as 
the Big Data Steering Group (BDSG), the European Medicines Agency (EMA), and 
the European Medicines Regulatory Network (EMRN) are working to establish a 
framework that will facilitate the use of and establish values for RWE [4].

1.1.2 � Real-World Data: Advantages and Challenges

RWD offers many advantages since it has a wide range of applications, including 
research (epidemiology, disease burden, and treatment patterns) and the evaluation 
of the economic value of medical products [5]. The benefits of reusing these data 
depend on the context and the type of application; however, there are many advan-
tages, the most important of which include the following outlined below.

Enabling time and cost efficiency in new investigations, for example the imple-
mentation of RWE in early drug development stages, can decrease both time and 
expenses in conducting those clinical trials.

Facilitating data collection, as these data are, in many cases, routinely collected 
either for primary healthcare purposes or, in other stances, are readily available 
for use.

Enabling longitudinal analyses of large samples, the collection of these data is 
occurring at a very fast pace and thus generates data that are high in volume and 
longitudinal in nature.

Providing information and knowledge about outcomes that are otherwise hard to 
obtain, RWE can complement randomized-controlled trial (RCT) evidence, since 
these are not sufficient to provide a complete picture of medical products, as adverse 
events are more routinely tracked in clinical practice [6]. Therefore, regulatory bod-
ies require that manufacturers collect information about safety in the post-market-
ing period (known as post-marketing studies), which are RWE studies. Thus, when 
complementing RCT evidence, RWE addresses the gaps in clinical knowledge [7].

•	 The use of RWD for secondary use in health research poses several challenges 
that stem from the inherent nature of these observational data. Unlike data col-
lected in controlled settings, RWD is gathered in real-world scenarios, introduc-
ing variability and complexity. Moreover, a significant obstacle arises from the 
unstructured nature of RWD, which encompasses diverse formats such as texts, 
imaging, and networks. Inconsistencies abound, as data entry is carried out by 
different healthcare providers and systems, contributing to the messiness of the 
information.

1.1  Real-World Data
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•	 The voluminous and dynamic nature of RWDs, characterized by high-frequency 
collection, further complicates their management and analysis. Incompleteness 
is another issue, with critical end points often missing, as RWD was originally 
not intended for analytical purposes. For example, registry data frequently have 
limited follow-up points, hindering comprehensive analysis. Biases and mea-
surement errors also afflict RWD, exemplified by selection bias in Internet and 
mobile device data. In essence, RWDs are characterized by their messy, incom-
plete, and heterogeneous nature and are compounded by various measurement 
errors and biases.

•	 It is well recognized that RWD quality is suboptimal and inconsistent [8–11]; as 
such, assessing and ensuring data quality becomes a challenging endeavour 
because of the complexity and heterogeneity of the information. Consequently, 
compromised data quality jeopardizes result validation, reproducibility, and rep-
licability. Despite these challenges, the imperative for establishing best practices 
in data quality assessment remains crucial, especially considering that the evi-
dence generated from RWD can form the basis for regulatory decisions impact-
ing millions of lives.

•	 Furthermore, ethical and privacy concerns are inherent in the use of RWD, as the 
information often includes sensitive details such as medical histories, disease 
status, and financial information. The risks to privacy are amplified when linking 
data from different databases, a common practice in RWD analysis. These chal-
lenges underscore the need for rigorous ethical considerations and privacy safe-
guards in the utilization of RWD, as the implications of data analysis extend 
beyond scientific research to impact individuals and communities [3].

1.1.3 � Real-World Data: Examples of Reuse

1.1.3.1 � The Use of RWD for Research Purposes

The RWD plays a pivotal role in the secondary use of health data and has been 
shown to significantly impact clinical research. One notable application is in sup-
porting randomized-controlled trials (RCTs), especially those focused on rare dis-
eases. RCTs face challenges such as methodological issues, high costs, enrolment 
difficulties, and prolonged durations [12]. To address these challenges, a solution 
involves implementing a single-arm experimental or synthetic control design, utiliz-
ing historical information or data from EHRs and other sources for the control arm. 
While this study design is not without controversy, it becomes a viable option when 
investigating diseases with a well-understood course and predictable, fast, and sig-
nificant treatment effects [13–15]. Additionally, RWE, particularly that obtained 
from EHR data, informs and optimizes clinical study designs by identifying unmet 
clinical needs and facilitating the recruitment of cohorts that would benefit the most 
from new treatments. It also aids in revising study inclusion criteria and identifying 
suitable study sites, ultimately supporting patient enrolment and retention [7, 13]. 
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Furthermore, RWE facilitates the identification of the most important variables, 
streamlining data collection to be more costly and time efficient [13]. In the context 
of patient enrolment, RWE present in registries enhances the recruitment process, 
which is particularly crucial in rare disease studies where it can be challenging [16]. 
A notable example is the ADAPTABLE trial, the first large-scale EHR-enabled 
clinical trial utilizing EHR data to identify and enrol patients [3]. These examples 
underscore the multifaceted contributions of RWE in enhancing the efficiency and 
effectiveness of clinical research methodologies [3].

1.1.3.2 � The Use of RWD in Clinical and Regulatory 
Decision-Making Processes

The secondary use of health data has ushered in a transformative era in supporting 
critical aspects of clinical and regulatory decision-making, particularly in the realm 
of medical product approvals. Traditionally, the foundation for new drug approvals 
rested on data derived from traditional RCTs. However, a noteworthy shift has 
occurred, with RWD now playing an instrumental role in informing decisions 
related to new drug approvals, supplementary approvals, and label revisions [17]. A 
compelling illustration of this paradigm shift can be seen in the case of palbociclib, 
a CDK4/6 inhibitor initially approved exclusively for the treatment of women with 
ER+/HER2—breast cancer. In 2019, the approval scope broadened to include men, 
a decision supported by EHR data documenting its off-label use among male 
patients [18].

1.1.3.3 � The Use of RWD in Supporting Regulation Processes

Moreover, RWD serves as a crucial pillar for supporting European Union (EU) 
regulations. Current pathways for RWE generation for the EMA encompass diverse 
sources, including EU countries’ in-house databases, the Data Analysis and Real-
World Interrogation Network (DARWIN EU) [19], and investigations through the 
agency’s research framework contracts. The results from the utilization of these 
diverse sources of information have proven invaluable in addressing a spectrum of 
questions and providing support for decision-making processes across various con-
texts and procedures. This includes addressing the research needs of key commit-
tees such as the Pharmacovigilance Risk Assessment Committee (PRAC), Paediatric 
Committee (PDCO), Committee for Orphan Medicinal Products (COMP), and the 
Scientific Advice Working Party (SAWP) [4]. RWE contributes significantly in con-
texts ranging from safety signals and periodic safety update reports to applications 
for paediatric investigation plans and waivers, maintenance of orphan designations, 
and scientific advice [4]. This dual application of RWE underscores its versatile and 
pivotal role in advancing regulatory frameworks and enhancing decision-making 
processes in healthcare.

1.1  Real-World Data
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1.2 � Administrative Health Data

1.2.1 � Administrative Databases: Background

The creation of administrative healthcare databases results from the utilization of 
healthcare services and payments made for payer or hospital billing purposes. These 
databases are a collection of large amounts of information from thousands or even 
millions of patients related to their diagnoses, procedures, resource utilization, and 
costs or charges [20]. These databases are the result of continuing gathering pro-
cesses, which are often carried out by healthcare providers, healthcare maintenance 
organizations, health insurance organizations, and other relevant entities such as the 
civil registry.

Typically, administrative health databases are categorized as “big data”, mainly 
because of certain characteristics of this type of data, including a large volume of 
information, high speed of data generation, and wide application fields [21].

In general, data gathering in such databases is not explicitly planned for research 
purposes. Administrative databases focus on preserving financial and administrative 
details to serve the interests of medical insurers and providers. In contrast, for exam-
ple, EHRs are predominantly employed by clinicians to record the clinical condi-
tions of patients. This implies key advantages and disadvantages of administrative 
databases compared with other data sources; for example, owing to the massive 
amount of data collection, these data allow for large epidemiologic surveys and 
precise epidemiologic surveillance, but they may suffer from various forms of infor-
mation bias and a lack of generalizability of the results [22].

1.2.2 � Administrative Databases: Advantages and Challenges

Administrative health data have become a powerful research tool for epidemiolo-
gists. Owing to its own nature, strengths and limitations are present within this type 
of data. A summary is presented in Table 1.2.

Current administrative databases still present issues within several types of stud-
ies. This can cause a flaw in the analysis resulting from these data or make the col-
lected data inefficient for certain analysis purposes, limiting their secondary use. 
For example, in the Lombardia region (Italy), abnormal mortality rates were found 
due to a change in coding status during a study [25]. In general, the use of billing 
and coding data in research offers large sample sizes and increased statistical power, 
enabling multivariate adjustments for risk factors. However, potential limitations 
arise from the data source (i.e. nonbillable clinical events may not be registered), 
coding issues, linkages between multiple sources, lack of validation, and confound-
ers not available for assessment. Additionally, variations in the definition of diseases 
across different hospitals or healthcare structures may introduce observer bias, 
emphasizing the need for careful consideration of these factors in the various appli-
cations of data [26].
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Table 1.2  Advantages and limitations of administrative databases

Strengths Limitations

Very large sample size with a diverse 
population basis
Large number of variables and good 
heterogeneity and accessibility
Enabling faster and less expensive research
Patients are followed over extended periods of 
time
More comprehensive dataset when properly 
linked
Easier identification of rare or reduced patient 
populations, i.e. rare diseases, etc. [23]

Lack of additional clinical information due to a 
bias of use for administrative and billing 
purposes
Selection bias may be present due to consent 
requirements, etc.
Potential data gaps due to heterogeneous or 
changing coding practices in the field
Clinical significance of administrative data is 
not always evident
Misclassification of data may turn into 
jeopardized study results [24]

1.2.3 � Administrative Databases: Examples of Reuse

1.2.3.1 � The Use of Administrative Health Data in Research

In the realm of secondary use of electronic health data, administrative databases 
offer valuable resources for diverse research endeavours. Population-based epide-
miological studies benefit significantly from these databases, enabling the evalua-
tion of crucial indicators such as incidence, prevalence, and temporal trends in 
specific diseases or health conditions, along with associated mortality rates. For 
example, a comprehensive epidemiological study on heart failure was conducted, 
encompassing 2.1 million inhabitants of Sweden, using data collected posthospital 
admission [27]. Similarly, trends in diabetes incidence, prevalence, and mortality 
rates over a decade were explored by employing hospital discharge abstracts and 
physician service claims [28].

1.2.3.2 � The Use of Administrative Health Data in Quality-of-Care Studies

Outcome studies provide a platform to research demographic characteristics and 
major medical conditions over an extended period, offering a representative sample 
for the general population, as exemplified in a ten-year study on the incidence and 
short-term outcomes of acute myocardial infarction in the Netherlands [29]. 
Administrative health data also provide benefits in quality-of-care studies, facilitat-
ing the evaluation of healthcare services and systems. Organizations such as the 
Agency for Healthcare Research and Quality (AHRQ) have introduced quality indi-
cators on the basis of in-hospital discharge abstracts, which serve as tools for high-
lighting quality concerns and tracking changes over time [30]. Predictive models 
can contribute to quality-of-care improvement by identifying high-risk patients for 
targeted interventions, thus reducing hospitalizations [31].
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1.2.3.3 � The Use of Administrative Health Data in Detecting 
Adverse Events

Moreover, administrative databases offer a unique opportunity for adverse drug 
event studies, given their capacity to study large sample sizes over extended obser-
vation periods. Although advantageous, challenges arise from the lack of informa-
tion on covariates and their potential impact on outcomes, as illustrated by the use 
of ICD-9-CM codes to detect adverse drug reactions (ADRs), which results in a 
chart with a positive predictive value ranging between 60% and 100% [32]. These 
examples underscore the versatility of administrative databases in supporting 
diverse research domains within the secondary use of electronic health data.

1.3 � Biobanking Data

1.3.1 � Biobanking Data: Background

The Declaration of Taipei defined “a collection of biological materials and associ-
ated data” as a biobanking term was first used by Loft and Poulsen [33]. Since then, 
the application of these data has expanded due to the advancement of omics science 
and the possibility of utilizing large databases in the health field. The term “bio-
banking” is often improperly applied to any collection of human biospecimens, 
without considering the ethical and legal requirements or the standardization of a 
variety of processes related to tissue collection. Biobanks represent large biospeci-
men collections that are linked to relevant personal and health information, such as 
health records, family history, lifestyle, and genetic information, whose primary 
aim is utilization in medical and health research [34]. This is aligned with the defini-
tion provided by the Organisation for Economic Co-operation and Development 
(OECD), which defines biobanks as organized resources intended for genetic 
research, encompassing human biological materials, data derived from genetic anal-
ysis, and related information [35]. According to the Declaration of Taipei, a biobank 
is “a collection of biological materials and associated data”, whereas a health data-
base is “a system for collecting, organizing and storing health information” [36].

Biobanking plays a primary role in the new era of precision medicine and has 
enormous potential but also poses potential dangers, especially in terms of data 
sensitivity. Biobanks also support both public health and patient care efforts by 
providing resources for scientific and medical research [37, 38]. As biobanking data 
are ultimately collected from populations and individuals, concerns about crucial 
aspects related to human rights, such as dignity, autonomy, privacy, confidentiality, 
and non-discrimination, among others, increase the importance of promoting 
advancement in the biobanking field while individual rights are protected [39].

1  Electronic Health Data Categories
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1.3.2 � Biobanking Data: Advantages and Challenges

In the realm of secondary use of health data, the utilization of biobanking data offers 
a myriad of advantages. One significant benefit lies in the potential for a larger 
sample size and greater data diversity, enabling a more comprehensive understand-
ing of various health conditions. Moreover, this trend is likely to continue with the 
existence of efficient recruitment methods that facilitate ongoing enrolment; for 
example, the recruitment target of the Kaiser Permanente and Million Veterans 
Program (MVP) is over 85,000 participants per year [40]. Furthermore, biobanking 
offers the ability to include a greater degree of race/ethnic diversity than many clini-
cal research studies do, thereby overcoming the bias introduced by restricting stud-
ies to a single race/ethnic group. An example of this effort was made by the MVP, 
which recruited between 15% and 20% of their sample to be of African ancestry 
[41]. The benefit of merging these two data sources also lies in the fact that by geno-
typing the participants only once, there is the possibility of defining multiple case 
groups, which emphasizes the potential for efficient use of biobank data. 
Furthermore, given that the EHR data are gathered continuously during each 
repeated healthcare encounter, there are vast longitudinal data that can facilitate 
longitudinal follow-up studies focusing on incident events, recurrent events, 
response to treatments, and transitions in health over time [42]. Although the burden 
of rare diseases is high (e.g. in the United States), rare disease studies are often less 
supported than those of common diseases. The obstacle also lies in the need to col-
lect large sample sizes for the genetic discovery of rare diseases. Therefore, linking 
electronic health records (EHRs) with biobanking increases the potential to identify 
and recruit rare disease cases and their family members, facilitating the conduct of 
diagnostic and therapeutic clinical studies. Such large-scale efforts have been made 
in the United States [43] and the UK [44]. Such large cohorts of genotyped indi-
viduals also enable the characterization of a sufficient number of rare genetic vari-
ants, which also require a large sample size to obtain accurate results [40]. Moreover, 
compared with traditional prospective cohort studies, which usually ascertain only 
a narrow range of phenotypes and assess risk factors once at baseline, EHRs linked 
with biobanks prove to be cost effective for collecting data on all clinically signifi-
cant outcomes [40]. Finally, linking EHRs with biobanks enhances the opportuni-
ties for utilizing genetic data for personalized medicine, since it can both facilitate 
the discovery of genetic determinants of disease by conducting observational stud-
ies and perform genotype-based interventional studies at scale in the same popula-
tion [40, 45].

However, their advantages come with their set of challenges. One of the chal-
lenges in analysing massive amounts of genetic data is combining biobanks around 
the globe, which are the basis for conducting comprehensive studies and improving 
the equity of obtaining genetic data in human genome research. Given that they aim 
to draw conclusions that should enhance population health globally (such as those 
related to genetic testing, disease diagnosis, and therapeutic solutions), they should 
not be based on a biased sample [46, 47]. Thus, to achieve this data diversity at the 
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geographical level, there is a need for a collective effort from researchers involved 
in genetic studies that use biobanks around the world. This goal is emphasized by 
initiatives such as the H3Africa Consortium [48], GenomeAsia100K Consortium 
[49], and the work of Robine and Varmus [50]. These initiatives underscore the 
importance of diverse datasets for producing robust and generalizable results.

Despite their great potential, biobanks are also considered dangerous to human 
rights since they are a source of sensitive data that can be accessed. In this context, 
the World Medical Association (WMA) published the Declaration of Taipei, which 
serves as a guideline for collecting, storing, and using identifiable data and biologi-
cal material that are not intended only for their primary use [36]. Given that health 
databases and biobanks contain data from individuals and populations, concerns 
related to dignity, autonomy, privacy, confidentiality, and discrimination have 
arisen. This declaration outlines the need for harmonization between scientific 
advancements and the protection of individuals’ rights, especially regarding the 
data obtained from their biospecimens. This is the first international guideline that 
addressed ethical issues and provided associated directions related to activities 
associated with human databanks and biobanks [39].

Since biospecimen data are linked with associated personal health data such as 
those contained in EHRs, issues associated with data quality are also present, such 
as data (in)completeness, missing data, inaccurate phenotype classification, and 
selection bias [51, 52]. Furthermore, there is inherent population bias, since people 
are either willing or not willing to share their data through biobanks, and those who 
are willing are more likely to self-report white race, higher educational attainment, 
and lower religiosity [53].

Appropriate informed consent (IC) is highly discussed as a crucial topic for bio-
banking data [54]. Despite the fact that the GDPR-2018 provides important indica-
tions for informed consent guidelines, at the moment, unfortunately, no international 
consensus on informed consent has been produced, leading to differences and 
intense debates in the interpretation and implementation of informed consent prac-
tices. To date, most biobanks have adopted a “broad consent model”, basically 
meaning that biobanks have the right to use samples collected within a specified 
timeframe without the need to contact patients. However, other more ethical for-
mats, such as “dynamic consent”, also arise as a result of the possibility of using 
information technology tools for this purpose [55].

Effective data management is imperative for maximizing the utility of biobank-
ing data. The Findability, Accessibility, Interoperability, and Reusability (FAIR) 
principles have recently been introduced to address issues of interoperability and 
data harmonization in biobanks [56]. These principles serve as a framework for 
ensuring that data are easily discoverable, accessible, and reusable across different 
research endeavours. Further attempts have been made by different authors to 
extend the FAIR principles and provide further requirements on data quality, spe-
cifically in the field of biobanking [57–59].

The international harmonization of biobanks has been a concerted effort over the 
past two decades. Many countries have established specific legislation or guidelines 
for the collection and processing of human tissues [60]. The best practices 
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guidelines for human and microorganism biological resources were published by 
international entities such as the Organization for Economic Co-operation and 
Development (OECD) [61], the International Society for Biological and 
Environmental Repositories (ISBER) [62], the National Cancer Institute (NCI) 
[63], the International Agency for Research on Cancer (IARC) [64], the Council for 
International Organizations of Medical Sciences (CIOMS) [65], the Nuffield 
Council on bioethics [66], and the European Society of Human Genetics [67]. 
Additionally, many countries have developed legislation and guidelines for human 
tissue collection and processing at the national and regional levels. Nevertheless, 
there is a recognized need for internationally harmonized criteria for sample collec-
tion, aiming to merge major requirements into a unified global standard for bio-
banking. This endeavour seeks to standardize information on the collection, access, 
and research activities in human data and biological resources, fostering collabora-
tion and advancing the secondary use of health data on a global scale. To address 
this requirement, a working group was organized that comprises more than 70 
experts from 29 countries at the ISO Technical Committee “Biotechnologies” and 
works on an international standard for biobanking (ISO 20387) that was published 
in 2018; this group relies on 14 national and international guidelines and standards 
[68]. This overarching standard is applicable to all organizations that are involved in 
biobanking of human, animal, fungus, and plant specimens, as well as microorgan-
isms for research and development [69].

1.3.3 � Biobanking Data: Examples of Reuse

The United Kingdom  A prospective cohort study of 500,000 participants aged 
40–69 years was produced starting with baseline assessments from 2006 to 2010 
with the aim of researching the lifestyle, environmental and genomic determinants 
of life-threatening and disabling diseases of middle and old age. The data from par-
ticipants include blood and urine biomarkers, as well as a series of web-based ques-
tionnaires and ongoing assessments of multimodal imaging and cardiac monitoring 
performed on target populations [70]. Participants have now been followed up for 
over a decade, with more than 52,000 incident cancer cases recorded and over 
26,000 researchers worldwide currently using the data, positioning the UK Biobank 
to transform the understanding of cancer [69].

In the UK, a smaller study performed using data from 4509 tests explored the 
contributions of demographic, social, health, and other medical and environmental 
factors to COVID-19 risk [71]. These different examples highlight the potential 
adaptability and scalability of biobanking data to suit multiple population samples, 
objectives, etc.

Canada  The Statistics Canada Biobank is an integral part of the Canadian Health 
Measures Survey. It collects and stores information from questionnaires; physical 
measures; and whole blood, plasma, serum, buffy coat, and DNA from consenting 
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Canadians between the ages of 3 and 79  years on an ongoing basis. Canadian 
researchers can apply to the programme to use biospecimens for research pur-
poses [72].

China  The China Kadoorie Biobank survey took place from 2004 to 2008 in ten 
geographically defined regions. Over 500,000 adults aged 30–79  years were 
recruited for the collection of data (mean blood pressure, body mass index, diabetes 
status, etc.) as well as blood samples (99.98% of the population). The final popula-
tion had food reproducibility but large heterogeneity by age, sex, and study area 
[73]. Currently, this study represents one of the world’s largest prospective cohort 
studies, with resurveys produced in 2008, 2013, and 2020 [74].

Japan  The BioBank Japan (BBJ) project was launched in 2003 as a registry of 
patients diagnosed with any of the 47 common diseases selected for this purpose. 
Participants were enrolled from 2003 to 2008 and followed up until 2013. A total of 
200,000 participants were registered in the study [75]. Since 2018, BBJ has been 
operated and managed as a project aiming to promote registered data and samples, 
with more than 500 papers based on BBJ samples and information published at the 
time [76].

Estonia  The Estonian Biobank cohort is a volunteer-based sample of the Estonian 
resident adult population (>18  years), representing the largest epidemiological 
cohort of the Baltic region. The resulting database, which was collected through a 
network of medical professionals from Estonia (1.3 M population), allows for wide 
epidemiological and genomic research [77]. Currently, it comprises a cohort of 
more than 200,000 individuals and contains more than 700,000 single-nucleotide 
polymorphisms (SNPs), the most common type of genetic variation among peo-
ple [78].

1.4 � Clinical Trial Data

1.4.1 � Clinical Trial Data: Background

The progress in transitioning from paper-based to electronic health data systems has 
also led researchers to increasingly consider different types of electronic data, 
including clinical trial registries, as important tools for investigation. According to 
the WHO, clinical trials and clinical intervention studies include any study that 
evaluates the health-related effects of interventions (such as drugs or medicines, 
cells and other biological products, surgical procedures, radiological procedures, 
devices, behavioural treatments, changes to the care pathway, preventive care, or 
other treatments) on human subjects [79]. The US National Institutes of Health 
(NIH) defines a clinical trial as a research study that prospectively assigns one or 
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more human subjects to one or more interventions (which may consist of placebo or 
other control) to elucidate their impact on health-related biomedical or behavioural 
outcomes [80].

Pharmaceutical companies and the research community are encouraged to share 
their data for secondary purposes and thus accelerate scientific discoveries and 
informed decision-making practices. Since 2013, international organizations such 
as the US National Institutes of Health (NIH), the Food and Drug Administration 
(FDA), and the European Medicines Agency (EMA) have developed policies and 
recommendations for clinical trial data sharing practices [81–83]. Other organiza-
tions have also called for improvements, specifically in terms of increased data shar-
ing, with a focus on those generated by publicly funded research. Organizations 
such as the Organisation for Economic Co-operation and Development (OECD), 
the European Commission (EC), and the NIH have advocated that “publicly funded 
research is a public good produced for public interest”, which therefore should 
translate into a responsible but open sharing of information, including clinical 
research [84]. The sharing of data from clinical research, therefore, can be justified 
from multiple grounds, including scientific, economic, ethical, etc. [85]. 
Furthermore, access to data to improve health is strongly related to the right to 
health and healthcare access. Institutions such as the Medical Research Council 
(MRC) have promoted principles that aim to determine principles for better use of 
clinical trial data in the future. Within these principles, transparency is presented as 
one of the key pillars to aim for research findings that will be as open, understand-
able, and reproducible as possible [86]. One way to ensure transparency in conduct-
ing clinical trials is prospective registrations of study protocols, which can be found 
in clinical trial registries, such as ClinicalTrials.gov. These registries represent 
another relevant and important source of clinical trial data and contain a vast num-
ber of metadata, including data characteristics from trials, protocols, funding, scien-
tific leadership, etc. [87].

The European Health Data Space (EHDS) Regulation1 includes data from clini-
cal trials, clinical studies, and clinical investigations, which are subject to Regulation 
(EU) 2014/536, Regulation (EU) 2024/1938, Regulation (EU) 2017/745, and 
Regulation (EU) 2017/746, respectively, among the minimum categories of elec-
tronic health data for secondary use (Article 51). According to the EHDS regula-
tion, to protect intellectual property rights or trade secrets (using legal, organizational, 
and technical measures), these data should be included when the clinical trial or 
clinical investigation has ended, without affecting any voluntary data sharing by the 
sponsors of ongoing trials and investigations. The health data access body (HDAB) 
can assess how to preserve this protection while also enabling access to such data 
for health data users to the extent possible.

1 https://health.ec.europa.eu/publications/proposal-regulation-european-health-data-space_en
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1.4.2 � Clinical Trial Data: Advantages and Challenges

Within the realm of the secondary use of health data, clinical trial data have emerged 
as a valuable resource, highlighting both advantages and challenges. Leveraging 
existing data stands as a primary advantage, mitigating the need for redundant 
research efforts and fostering a more efficient use of resources [85, 86]. The ability 
to utilize larger sample sizes by aggregating data from multiple trials also enhances 
the statistical power and reliability of the findings. As already mentioned, larger 
sample sizes can facilitate the study of rare diseases or conditions that may not be 
adequately represented in individual trials. Furthermore, pooled data can help iden-
tify rare adverse effects or long-term safety concerns that single studies might miss. 
The reuse of clinical trial data enables the aggregation of information for meta-
analyses, facilitating the re-examination and validation, or correction, if necessary, 
of existing results. Compared with conducting original clinical trials, this process 
not only enhances the validity of the data but also contributes to cost efficiency and 
time savings. Furthermore, the opportunity to test new hypotheses emerges as a 
noteworthy advantage in the exploration of clinical trial data [85, 86]. Finally, clini-
cal trial data have been applied in regulatory and policy decisions by supporting 
regulatory submissions for new indications or approvals of treatments in different 
populations. It is also used in healthcare policy decision-making, as pharmacoeco-
nomic analyses and comparative effectiveness research based on reused data can 
inform healthcare policy and reimbursement decisions. Finally, reusing existing 
clinical trial data can be applied more broadly to different populations, improving 
public health outcomes [88–90].

However, challenges persist in the secondary use of clinical trial data, necessitat-
ing further refinement of current practices. The complexities inherent in trial design 
and data sharing demand continuous improvement, posing questions about achiev-
ing full optimization. Standardization issues across various recording practices in 
trials create complexities for secondary analysts, potentially hindering a compre-
hensive understanding of the generated data. Additionally, a significant time invest-
ment is required for data to become fully available for analysis, impacting research 
efficiency and efficacy. Another important barrier to the secondary use of trial data 
is the lack of clarity around the availability of data. Notably, trial repositories do not 
provide sufficient descriptions of the trial setting, objectives, and design, whereas 
data dictionaries and schemas describing the dataset‘s content are often incomplete 
[91]. For example, discrepancies were found in reporting death events between tri-
als, with variations in reporting deaths during or after the trial. Such differences may 
impede the ability to make meaningful comparisons between trials, and the delayed 
discovery of such information can affect the final interpretation of results [92].

Moreover, challenges specific to ClinicalTrials.gov further complicate the land-
scape of clinical trial data reuse. Issues such as missing or underspecified data, 
including outcome measures, study design, and conditions not denoted by Medical 
Subject Heading (MeSH) terms, pose hurdles for effective information retrieval and 
utilization [87]. The recognition of these challenges underscores the importance of 
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ongoing efforts to increase the accessibility, standardization, and completeness of 
clinical trial data for their successful secondary use in advancing medical research 
and knowledge.

Further complications are posed by the complexity of study designs, and tackling 
this issue might be challenging, and this is exaggerated even more when pooling 
and reusing of data is performed from multiple sources. Pooled analyses are prone 
to biases due to sample heterogeneity since even slight differences between datasets 
can introduce such problems. Addressing the inherent problem of heterogeneity 
when pooling data from multiple studies can rely on carefully designed protocols 
(very similar to those required for original clinical trials), which again need very 
detailed information from the original studies that are used for data pooling. Another 
way to address this problem is by encouraging close collaboration between second-
ary users and primary clinical trialists to prevent misunderstanding of trial com-
plexities and nuances by secondary users [93]; however, this approach is not always 
easy to implement. Overcoming these complexities is crucial if secondary analysis 
is considered an important outcome itself, for which case, trial protocols should 
therefore improve their standards for clinical trial documentation and design with 
secondary analysis in mind [92].

1.4.3 � Clinical Trial Data: Examples of Reuse

Patient-Level Data Were Used to Analyse Standard-of-Care Medications from 
Eight Prostate Cancer Clinical Trials. Data from eight prostate cancer clinical 
trials obtained from the Project Data Sphere® portal were analysed, with a total of 
4127 subjects being combined, integrated, and studied. Among the participants, dif-
ferent heterogeneous demographic data, as well as different cancer stages, were 
present. By combining comparator arms from different trials, investigators were 
able to identify possible adverse survival outcomes for surgical castration therapy in 
prostate cancer patients [94].

Using an Integrated Clinical Trials Dataset for the Identification of 
Endophenotypes of Alzheimer’s Disease Progression. Longitudinal patient-level 
data for 1160 Alzheimer’s disease patients receiving placebo or no treatment with a 
follow-up of 18 months were investigated. At least three subgroups of Alzheimer’s 
disease patients were identified by the results “learned” from clinical data, each of 
which is distinguished by a deterioration in cognitive function [94].

Optimizing Trial Design by Integrating Model-Based Clinical Trial 
Simulation, Pharmacoeconomics, and Value of Information. For example, 
whether clinical trial simulations based on a pharmacometric model can be utilized 
to generate prior distributions of treatment effects for Bayesian trial design when 
treatment effects estimated from previous studies are not suitable has been investi-
gated. Several steps involved in simulating trial outcomes for different trial designs 
that can be used to optimize trial design while maximizing the return on investment 
were identified. A case study of febuxostat versus allopurinol for treating 
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hyperuricaemia in gout patients was performed. Different trial design scenarios 
vary in terms of alternative treatment doses, inclusion criteria, input uncertainty, and 
sample size. The optimal trial sample sizes varied depending on the uncertainty of 
the model inputs, trial inclusion criteria, and treatment doses. This interdisciplinary 
framework for trial design and sample size calculation can be valuable for support-
ing decisions in later stages of drug development. It can also help identify costly 
sources of uncertainty, thereby informing future research and development strate-
gies [95].

Using Clinical Trial Data to Conduct Meta-analyses Revealed That Widely 
Used Treatments Are Not Effective or Safe. The safety of rosiglitazone (a widely 
used drug in the treatment of type 2 diabetes mellitus) was investigated through a 
meta-analysis to determine its impact on unexplored outcomes such as cardiovascu-
lar morbidity and mortality. After pooling data from 42 randomized-controlled tri-
als, the study revealed an association between the use of rosiglitazone and an 
increased risk of myocardial infarction (with an odds ratio (OR) of 1.43, 95% con-
fidence interval [CI], 1.03 to 1.98; P = 0.03) and an increased risk of death from 
cardiovascular causes, although with borderline significance (OR = 1.64, 95% CI, 
0.98 to 2.74; P = 0.06) [96]. The safety of incorporating immune checkpoint block-
ade into perioperative cancer therapy as a therapy that has proven to be successful 
in clinical practice is another result. An association between the addition of immune 
checkpoint blockade to perioperative therapy and an increase in grade 3–4 treatment-
related adverse events and adverse events that lead to treatment discontinuation was 
observed. These results emphasize the need for close safety monitoring in future 
clinical trials that assess neoadjuvant or adjuvant immune checkpoint blockade 
therapy [97].

1.5 � Electronic Health Records

1.5.1 � Electronic Health Records: Background

EHRs represent electronic records of patient health information generated over time 
whenever the patient has received health or care services. The information included 
in these records is patient demographics, progress notes, problems, medications, 
vital signs, past medical history, immunizations, laboratory data, and radiology 
reports [98]. In addition to containing primary information, data from other hospital 
information systems are included in an EHR (e.g. imaging data from the radiology 
department and genomics data from the genetic department). In addition to contain-
ment, EHRs can generate reminders for routine screenings and disease reporting or 
generate graphical trends against various parameters such as blood pressure and 
blood glucose level monitoring [99].

Since the incentivization schemes of different governments, including the US 
government, took place, a high adoption rate of these technologies has taken place 
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in hospitals and health offices, with countries such as the United States experiencing 
an 80% adoption rate at hospitals, naturally leading to further use of these data for 
research purposes [100].

Despite this improvement in the digital recording of health data and technology 
used for this purpose, some factors are still missing, especially when data are con-
sidered for secondary use. These include the fact that priorities at the time of regis-
tration will be aligned with the clinician’s or administrative needs, as well as other 
factors related to the patient’s behaviour during visits, including loss of follow-up, 
missing information, data inconsistencies, and others [99].

1.5.2 � Electronic Health Records: Advantages and Challenges

The reuse of EHRs has emerged as a transformative practice with multifaceted 
advantages, influencing the clinical, organizational, and societal dimensions of 
healthcare. At the clinical level, the repurposing of EHRs has substantially improved 
the quality of care and contributed to the reduction of medical errors, showcasing 
tangible benefits for patients. From an organizational standpoint, EHR reuse has 
positively impacted financial and operational performance, underscoring its poten-
tial to streamline healthcare processes. Specifically, the use of EHR data was also 
found to expedite healthcare quality measurements. Unlike standard quality mea-
sures, electronic aggregation of patient data can accelerate analysis and lead to bet-
ter results among standard quality measures. More than 250 studies that were 
included in a qualitative synthesis reported that the utilization of EHRs led to 
improved protocol adherence, large-scale clinical monitoring, and decreased 
adverse medication events [101]. Together with standardized quality measures, 
EHRs can also facilitate the formulation of new quality measures such as those that 
are more continuous (e.g. actual blood pressure measures) and not only binary (e.g. 
when blood pressure checking is performed or when it is below/above a specific 
threshold) [102]. Moreover, the secondary use of EHRs has facilitated superior 
research, promising advancements in population health [99]. EHR data reuse can 
facilitate the design of retrospective studies by using existing data pools. It will also 
accelerate patient enrolment in prospective studies, thereby substantially reducing 
the costs associated with patient recruitment [103]. Since EHRs include a wide 
array of data (such as laboratory data, vital signs, and other clinical parameters), 
they can also enable patient monitoring by examining a wide array of health out-
comes [104]. Compared with traditional means of data collection, the use of EHR 
data also offers public health benefits such as individual telephone- or paper-based 
reporting. This enables public health officials to perform rapid monitoring of the 
spread and emergence of diseases [102]. Finally, EHR data can support decision-
making processes related to medical products by facilitating safety monitoring. For 
example, in the United States, the FDA relies on aggregated EHR data to perform 
safety evaluations of FDA-regulated products—namely drugs and medical 
devices [102].
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However, navigating the landscape of EHR reuse is not without its challenges. 
The issue of representativeness poses a significant concern, particularly when the 
geographical areas providing data fail to accurately represent the targeted popula-
tion for inference. Furthermore, inaccuracies or limitations in data pertaining to 
socioeconomic status, race, ethnicity, and other crucial factors may impede the reli-
ability of the findings. The original design of EHRs for clinical and administrative 
purposes introduces challenges related to data availability and interpretation. 
Insufficient recording of factors relevant for addressing social and behavioural 
determinants of health (SBDH) and reducing inequalities diminishes the data’s 
potential for research purposes, as it may be hindered by various forms of bias. 
Additionally, the presence of unstructured data, such as adverse events and symp-
toms, necessitates advancements in technologies such as natural language process-
ing for more effective analysis [105].

A critical gap exists in current EHRs concerning key research factors, which are 
designed primarily for billing and scheduling rather than for epidemiological 
research. Variables crucial for understanding socioeconomic status and SBDH fac-
tors are often absent, limiting the comprehensive use of EHR data for research pur-
poses. Visit censoring, where visits are not seamlessly connected between different 
health facilities, introduces challenges such as right or left censorship, impacting 
the continuity of patient records, for example, when patients are referred to a new 
centre without previous clinical information [100].

Security and privacy concerns surround the reuse of EHRs. The vulnerability of 
EHRs to cyber threats has raised alarms, necessitating ongoing efforts to implement 
cryptographic, noncryptographic, and hybrid access control models and blockchain 
technology for data protection. Furthermore, cases of ambiguity in the question of 
data ownership may cause privacy issues, with patients consenting not only for the 
use of their data but also for the existence of a wide spectrum of data uses that may 
be included in this consent without the patient truly acknowledging it. In fact, 
obtaining explicit consent for every secondary use has been catalogued as time-
consuming, costly, and exhausting. Additionally, the existence of previous events, 
which have led to data leaks, illicit or illegal data selling or loss, makes the trust 
relationship between patients and data primary users or collectors difficult [99].

Moreover, the discrepancies between the General Data Protection Regulation 
(GDPR) principles and the objectives of EHRs pose a regulatory challenge in the 
EU, as the principles may limit data collection and use, conflicting with the broader 
goals of secondary health data utilization. The GDPR defines six main data protec-
tion principles: (1) lawfulness, fairness, and transparency; (2) purpose limitations; 
(3) data minimization; (4) accuracy; (5) storage limitations; and (6) integrity and 
confidentiality. In the case of EHR, these principles can contradict the characteris-
tics and objectives of EHR, as if followed to the rule, these principles generally 
mean that healthcare data collection should be limited, together with its use, and 
deleted immediately after its purpose has been achieved. In the case of secondary 
health data, almost all antagonist principles are promoted, as more data would mean 
more potential for epidemiological research and other purposes, which would 
increase its potential. Its secondary use is also encouraged for institutions and 
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individuals to serve as tools for healthcare improvement, and ultimately, secondary 
use is necessary for this purpose [99].

Dilatory regulations, such as the Health Insurance Portability and Accountability 
Act (HIPAA) and Health Information Technology for Economic and Clinical Health 
(HITECH) Act applied in the United States, face a widening gap with rapidly 
advancing technologies. Patient expectations for immediate data availability clash 
with regulations that do not meet present-day requirements. Emerging scenarios, 
such as the integration of social media platforms into health data, challenge out-
dated regulations, emphasizing the need for flexible and adaptive regulatory frame-
works to keep pace with evolving health data and EHR usage [99]. In essence, while 
the advantages of EHR reuse are substantial, addressing these challenges is crucial 
for unlocking its full potential in the dynamic landscape of secondary health data 
utilization.

The recent EHDS regulation [106] establishes that in the European Union, cer-
tain categories of health data, such as EHRs, are registered in electronic format 
systematically and according to specific data quality requirements (defined by 
means of implementing acts adopted by the European Commission) to contribute to 
the high quality and continuity of healthcare. The European electronic health record 
exchange format forms the basis for specifications related to the registration and 
exchange of electronic health data, which will be accessible for secondary use 
across the Union through a common mechanism for the purpose of creating scien-
tific, innovative, and societal value.

1.5.3 � Electronic Health Records: Examples of Reuse

1.5.3.1 � The Use of EHR Data in Research

EHRs have become invaluable in various realms of healthcare, highlighting their 
versatility in the secondary use of health data. In the domain of clinical research, 
EHRs play a pivotal role in designing and conducting clinical trials for new medi-
cines, addressing the shortage of trained medical staff in healthcare organizations 
and facilitating the exploration of new or enhanced drugs to meet evolving health-
care needs [107]. Leveraging existing patient data, EHRs contribute to predicting 
diseases, investigating drug behaviours across different diseases or patient profiles, 
and even aiding in the development of vaccines [108–110]. EHR data can also be 
utilized to identify new uses for existing medicine, with the aim of enabling a rapid 
and cost-effective approach to drug (re)discovery. For example, a genetically 
informed drug-repurposing pipeline that can be used in diabetes management has 
been developed and investigated. Among the 20 candidate drug–gene pairs vali-
dated, angiotensin-converting enzyme inhibitors and calcium channel blockers 
(CCBs) showed evidence of glycaemic regulation involvement. CCBs were found 
to be strong candidates for both reducing blood glucose levels and managing cardio-
vascular disease [111]. Furthermore, retrospective analyses of EHR data can reveal 
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potential contributing factors that might cause certain adverse health outcomes such 
as prolonged postoperative opioid use in opioid-naïve patients. Several independent 
predictors of prolonged postoperative opioid use, such as alcohol abuse, black race, 
Medicaid insurance, diabetes, mood disorders, hypertension, and chronic kidney 
disease, can be investigated via perioperative patient screening, providing education 
to patients and clinicians, and performing close postoperative follow-up, among 
other methods [112].

1.5.3.2 � The Use of EHR Data in Public Health

The utility of EHR data extends to public health surveillance (PHS), where it auto-
mates surveillance processes to identify potential outbreaks efficiently and prevent 
their escalation [113]. This application has proven effective not only in developed 
countries such as the UK, the United States, France, Norway, Canada, and Australia 
[114] but also in developing nations when necessary [115]. Public health agencies, 
including the US Centers for Disease Control and Prevention (CDC), have started 
utilizing EHR data. In 2003, the CDC launched the BioSense system to quickly 
identify bioterrorism-related illnesses [116]. Since then, BioSense’s network has 
grown to include 1700 hospitals, and its mission has expanded beyond bioterrorism. 
Currently, BioSense is the only nationwide surveillance system in the United States 
that integrates local, regional, and national data to monitor all health-related threats. 
Consequently, through initiatives such as BioSense, the CDC can use EHR data to 
track and address various public health issues, from the emergence of influenza 
H1N1 to an anthrax attack [116]. The global impact of the COVID-19 outbreak 
further underscored the importance of digital data recording systems, such as EHRs, 
in enhancing public health responses and preparedness [117].

1.5.3.3 � The Use of EHR Data in Quality Management

In the realms of clinical audit and quality assurance, EHRs provide a wealth of 
accurate and detailed information that is essential for systematically setting stan-
dards, analysing data, and monitoring performance to maintain high-quality stan-
dards. The use of EHR data in clinical audits not only streamlines the auditing 
process for greater convenience but also contributes to improving the quality of care 
delivered to patients [118]. For example, by implementing computer-based standing 
orders, the Regenstrief Institute in Indianapolis increased the pneumococcal vacci-
nation rate, a standard quality measure, from 31% to 51% [119]. Timely and effec-
tive quality measurement via EHR data will allow institutions to identify and 
address shortcomings in real time rather than respond retrospectively. For example, 
the rate of deep venous thrombosis/pulmonary embolism (from 8.2% to 4.9%) in 
Partners’ healthcare in Boston nearly halved when computerized alerts were used 
for anticoagulation prophylaxis [120]. Another example is the Geisinger Health 
System in Danville, Pennsylvania, which uses its EHR system to monitor 

1  Electronic Health Data Categories



21

performance continuously on the basis of various standard and internal quality met-
rics. This approach has elevated nearly all its quality indicators above national aver-
ages and enhanced the quality of care across 32 performance measures evaluated in 
Medicare’s Physician Group Practice Demonstration Initiative. These measures 
include diabetes, congestive heart failure, coronary artery disease, and preventive 
care [121–123].

The examples of EHR reuse presented in clinical research, public health surveil-
lance, and clinical audit and quality assurance collectively highlight the transforma-
tive impact of EHRs in enhancing healthcare delivery, research, and response 
capabilities.

1.6 � Human Genomic, Proteomic Data

1.6.1 � Genomic and Proteomic Data: Background

Two decades ago, the invention of spotting oligonucleotide probes at a high density 
to glass or nylon arrays transformed the study of gene expression and accelerated 
the adoption of bioinformatics as an important element of biological studies [124]. 
The term “proteomics” was coined in the mid-1990s to describe the comprehensive 
study of a proteome, which encompasses the proteins expressed by a genome. This 
field involves large-scale analysis of proteins, namely examination of protein 
expression, structure, modifications, functions, and interactions [125]. Proteomics 
is a crucial postgenomic approach for enhancing the understanding of gene function 
[126]. On the other hand, human genomic data, according to the FDA, are data that 
can be obtained from germline sources (inherited from parents), somatic sources 
(e.g. mutations in tumour tissues), or mitochondrial sources (e.g. for tracing mater-
nal lineages). Biological samples from humans may also contain nonhuman genomic 
molecules, such as microbial DNA or other potentially infectious agents. The type 
of genomic data produced depends on the analytes and the technology platforms 
used [127].

Currently, new research into how genetic variants affect health and disease has 
been conducted through the mapping of the human genome. Diseases such as dia-
betes, Alzheimer’s disease, cardiovascular disease, and others are not being studied 
in relation to genetic variants for what has become part of a “personalized medi-
cine” approach aimed at improving patient care. Institutions have been developed 
for this purpose. Community efforts include the Microarray Gene Expression Data 
(MGED) Society in 1999 and the Gene Ontology (GO) standard vocabulary. Other 
more recent efforts include the eMERGE network (2007), which is a consortium 
that integrates this innovation pathway, explores the utility of DNA repositories and 
electronic medical records (EMRs) to promote advancements in genomic science, 
and offers an initial step in the creation of data-driven strategies to integrate genomic 
data into standard healthcare delivery [128]. Gene Expression Omnibus (GEO) and 
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ArrayExpress are also part of this attempt to increase innovation in the field. Another 
EU initiative is very important: “1+ Million Genomes” (1+MG) seeks to provide 
secure access to genomic data and associated clinical information across Europe. It 
aims to advance cutting-edge research, inform health policy decisions, and promote 
personalized healthcare treatments that have the potential to enhance disease pre-
vention. As one of the largest global genomic projects, 1+MG plays a crucial role in 
establishing international standards in the field of genomics [129].

1.6.2 � Genomic and Proteomic Data: Advantages 
and Challenges

The utilization of publicly available genomic and proteomic data holds substantial 
advantages for both the scientific community and individual researchers [130]. 
Sharing research data with the public and storing them in dedicated databases with 
backup mechanisms can prevent information loss, addressing the heightened risk 
associated with storing data on private computers and servers. Notable repositories, 
such as the Sequence Read Archive (SRA)/European Nucleotide Archive (ENA) 
and Gene Expression Omnibus (GEO), offer secure platforms for genomic and gene 
expression data. Beyond safeguarding against loss, the reuse of such data fosters 
scientific progress and discovery [131]. For example, integrating diverse data 
sources, such as exRNA metadata and biomedical ontologies, via linked data tech-
nologies can enhance the generation and interpretation of hypotheses within inde-
pendent biological contexts [132]. The transformative potential of reusing data in 
medicine extends to reshaping medical service practices, making the benefits of 
data reuse outweigh the associated risks [133, 134]. Additionally, the reuse of 
genomic and proteomic data has proven to be a strategic approach for addressing 
gaps in biomedical research and establishing starting points for experimental medi-
cal investigations [133]. Furthermore, this approach maximizes efficiency in terms 
of time, labour, and cost, offering economical alternatives to overcoming method-
ological constraints in conducting new experiments [135]. Critically, the sharing of 
datasets not only benefits the scientific community and society but also provides 
advantages for authors themselves [136–138]. Researchers can build reputations by 
publishing high-quality datasets while sharing these datasets enhances research vis-
ibility and increases the likelihood of additional citations. The surge in data reuse 
also underscores the growing need for larger databases, exemplified by the expo-
nential growth of repositories such as the SRA and GenBank, which have expanded 
rapidly in size over just a few years [139–141].

Reusing biological data presents formidable challenges, as outlined by several 
documented hurdles. First, a substantial investment in infrastructure and software 
development remains imperative for effective data reuse. Scientists currently grap-
ple with the need to navigate diverse proteomics resources to gather comprehensive 
information about a given protein. Despite facilitating the connection process 
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between omics datasets through sample identifiers, traditional repositories are often 
field specific such as genomics or proteomics. This proves to be limiting in the face 
of growing interdisciplinary research that integrates various omics sciences [142]. 
Major institutions such as the European Bioinformatics Institute (EBI) and National 
Center for Biotechnology Information (NCBI) have established specific databases 
for BioSamples [143] to facilitate the linking of different studies conducted using 
the same sample. Additionally, proteomics data are complex per se because of alter-
native splicing, PTMs, and protein degradation events, as well as the interconnectiv-
ity of proteins into complexes and signalling networks that are prone to changes in 
time and space [144]. Addressing this complexity requires new analytical and bio-
informatics methodologies on an annual basis [145, 146], introducing further com-
plications to data standardization and deposition. Furthermore, since the proteomics 
audience includes a variety of different roles (e.g. biologists who investigate protein 
mechanisms or computational biologists who develop new software for facilitating 
analysis and data interpretation) [147], data sharing in proteomics thus necessitates 
substantial investment and infrastructure. Because of this, there is a growing con-
sensus on the need for public dissemination of proteomics data. In addition, in com-
parison with genomics, proteomic public data remain less common, thus still 
requiring substantial investment and infrastructure. Current projects in the pro-
teomics field include the recent ProteomeXchange (PX) consortium, the Global 
Proteome Machine Database (GPBDB) [148], PeptideAtlas [149], and the 
Proteomics Identification Database (PRIDE) [150]. Other initiatives, such as 
Peptidome [151] and Tranche [152], are now discontinued due to a lack of funding, 
which negatively impacts data sharing in this field. The sheer multitude of data 
types and formats adds another layer of complexity to the task at hand. Ideally, 
repositories should not only house data but also ensure that it is linked to quality 
control (QC) metrics. Moreover, the generation of these metrics should ideally 
occur simultaneously with data acquisition in the laboratory. A critical challenge 
lies in the absence of experimental and technical metadata, particularly concerning 
proteomics, hindering effective data reuse in scientific endeavours. Finally, the 
identification of false positives in large datasets and when combining different data-
sets remains a problem [149, 153]. Therefore, protein expression resources should 
conduct the most thorough statistical analyses possible.

1.6.3 � Genomic and Proteomic Data: Examples of Reuse

The Use of Genomic and Proteomic Data for Research
One avenue involves the reuse of raw genomic and proteomic data for novel biologi-
cal investigations. For example, a dataset comprising 81 samples from white blood 
cells and 1463 from various organs, measured on the Affymetrix HG U133A plat-
form, facilitated a study examining the correspondence in their expression profiles 
[154]. The results revealed significant overlap in the transcriptomes of white blood 
cells and other organs, which aligns with the understanding that most genes are 
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expressed across various tissues [155]. Expression data were also employed to pin-
point the tissue of origin for metastatic cancers lacking a known primary site, lever-
aging classifiers trained on a vast dataset encompassing 5577 samples from 56 
cancer types and 1667 normal samples from 44 tissues [156]. These examples 
underscore how large and diverse datasets can provide profound insights, particu-
larly in studies where global transcriptomic profiles enable comparisons across dif-
ferent cellular states.

The Use of Genomic and Proteomic Data for Conducting Meta-Analyses
Data reuse also involves the utilization of public data for conducting meta-analyses 
of summary data. Meta-analyses, which use summary-level data, offer a popular 
and flexible approach to repurposing existing data from various array platforms. 
Gene expression data have been subjected to meta-analysis for an array of biologi-
cal inquiries, with emerging studies employing this technique on public datasets to 
discern signals that are not readily apparent in individual datasets [157–159]. 
Noteworthy examples include a study analysing 324 differentially expressed genes 
in individuals with Down syndrome, drawn from case–control data across 45 stud-
ies [160]. In the context of cancer research, microarray data from ArrayExpress, 
GEO, and Oncomine datasets were amalgamated to identify urinary biomarkers 
specific to prostate cancer [161].

The Integration with Other Omics Datasets
The integration of proteomics datasets with other public omics datasets opens new 
avenues for data scientists. Proteogenomics, a methodology employed in cancer 
studies, focuses on cancer-specific peptides with diagnostic and therapeutic poten-
tial. The Clinical Proteomic Tumor Analysis Consortium (CPTAC) of the US 
National Cancer Institute (NCI) has published impactful studies on various tumours, 
including colorectal, breast, and ovarian cancers [162–164]. This integration of pro-
teomics with other omics datasets underscores the potential for cross-disciplinary 
insights and advancements in understanding complex biological phenomena.

1.7 � National Registries

1.7.1 � National Registries: Background

The term “patient registry” typically refers to registries focused on health informa-
tion, distinguishing them from other types of record sets, although there is no uni-
versally accepted definition. E.M. Brooke, in a 1974 World Health Organization 
publication, described registries in health information systems as “a file of docu-
ments containing uniform information about individual persons, collected in a sys-
tematic and comprehensive way, in order to serve a predetermined purpose” [165]. 
The US National Committee on Vital and Health Statistics describes registries used 
for various purposes in public health and medicine as “an organized system for 
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collecting, storing, retrieving, analysing, and disseminating information on indi-
viduals who either have a particular disease, a condition (e.g., a risk factor) that 
predisposes them to a health-related event, or prior exposure to substances (or cir-
cumstances) known or suspected to cause adverse health effects” [166].

In the case of national registries, these are created with the objective of collecting 
data to measure progress, drive action, prevent disease, improve health, and ulti-
mately improve health for all people [167]. Registries tend to be composed of data 
from multiple sources that are linked by a specific methodology, i.e. direct chart 
abstraction by trained data abstractors, who tend to work within a coordination cen-
tre at the registry. This data collection tends to be guided by a manual that defines 
the data elements, which are usually categorized as demographics, operative data, 
hospitalizations, follow-up, etc. [168].

Multiple national registries exist worldwide, focusing on different diseases, 
patient groups, and demographic characteristics of patients. Key infrastructure is 
necessary for national registries to promote interoperability; as an example, the rare 
disease network for care and research in France, established as a part of the first 
national plan for rare diseases (2005–2008), is based on a three-pillar architecture 
composed of (1) the definition of a national patient ID, (2) the definition of a com-
mon data format compatible with EHR standards, and (3) security [169].

1.7.2 � National Registries Worldwide: Advantages 
and Challenges

National registries can collect large amounts of data (e.g. the registry provided by 
the Michigan Arthroplasty Registry Collaborative Quality Initiative [MARCQI] 
contains more than 375,000 cases), which can be collected from multiple sources 
and supplemented with other types of data (e.g. administrative billing data) [168]. 
National registries enable state-level collaboration. While in other cases, surgeons 
and hospitals compete in between, here, they engage in open data sharing and coop-
erate on quality improvement projects. The value of registries can be exemplified by 
the fact that they usually collect data from multiple institutions, making EHR and 
clinical databases the only components of a population registry [170]. In contrast to 
clinical databases, which do not require strict definitions of common features, this 
is mandatory for registries [170]. Furthermore, registries aim to collect the highest 
number of cases (if possible, in total), which makes them a representative data 
source for a defined population [165, 170, 171]. Registries also perform a constant 
update of the patient status by following a predefined schedule [170]. In addition, 
medical registries collect data in a way that allows comparisons of the results at the 
national (or even higher) level. Given that national medical registries are usually 
focused on a disease of interest, they fit their predefined purpose and collect speci-
fied outcomes [171], which makes them more uniform than EHR registries, for 
example. Taking the domain of cancer as an example, the primary goal of the cancer 
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national registry is to record all new cancer cases that arise within a defined popula-
tion by focusing on epidemiology and public health practices [172]. These registries 
are rich sources of information on the cancer burden that can be used for healthcare 
planning and evaluation purposes and for conducting studies on prevention, early 
detection/screening, and cancer-related healthcare, which are used by epidemiolo-
gists and public health planners [16]. These concepts can be applied equally to other 
disease paradigms.

Registry data pose several challenges, encompassing issues related to data com-
pleteness, accuracy, and scope. First, ensuring data completeness is a persistent 
challenge, as demonstrated by the MARCQI, where reported cases are compared 
with validated statewide administrative billing data to confirm completeness. The 
extensive time and labour required for data abstraction on a large scale can result in 
substantial lag times between case performance and result reporting, prompting 
some registries to set specific time limits for data abstraction. Additionally, the 
scope and definition of data elements at the registry level may impose limitations. 
Another limitation arises from the fact that data are captured only for patients 
treated within institutions affiliated with the specific registry. Furthermore, the 
accuracy of registry data is compromised by potential inaccuracies in the coding 
process, as well as errors caused by programming and inaccurate transcription 
[173]. One of the pitfalls of registry data is nonstandardized and inactive follow-up, 
which may lead to incomplete and inaccurate outcomes. In certain cases, the follow-
up is performed in a passive manner by using linkages with administrative data-
bases. However, since the primary aim of these datasets is not for research purposes, 
these methods may introduce errors due to misclassification of outcomes resulting 
from coding errors and different coding practices. Additionally, the passive nature 
of data collection can lead to missing data, which can hinder further analysis in 
research practice. Finally, one should bear in mind that data entry into a registry is 
not strictly monitored, which may create the possibility that ineligible patients enter 
the registry and thus introduce bias in the findings obtained from registry data anal-
ysis. Therefore, registry data, like all other RWD, require careful monitoring, qual-
ity assessments, and validations so that they provide reliable results that can be 
applied to the population of interest [174]. Collectively, these challenges contribute 
to analytical limitations and hinder the ability to establish causality via registry 
data [168].

1.7.3 � National Registries Worldwide: Examples of Reuse

1.7.3.1 � The Use of National Registry Data in Public Health Research at 
the National and International Levels

The secondary use of health data, particularly those harnessed from national regis-
tries, represents a transformative force in addressing diverse health-related ques-
tions and guiding public health initiatives. National registries worldwide have 
become powerful reservoirs of health data, offering a wealth of information for 
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diverse research endeavours. In 2020, data from a National Cancer Centre in Japan 
were harnessed to explore the correlation between airborne pollen levels and cancer 
incidence. A significant association between elevated pollen levels measured two 
years prior and the incidence of breast cancer and other forms of cancer was 
revealed, highlighting the potential of national registries in uncovering environmen-
tal factors impacting health [175].

Further examples underscore the versatility of national registry data. The 
Lithuanian Compulsory Health Insurance Information System database, SVEIDRA, 
was used to support the hypothesis that patients with rheumatic diseases face a 
higher risk of mortality and lower life expectancy than the general population does. 
A total of 11,636 patients and a follow-up period of 43,064.34 person-years were 
included, and 950 registered deaths were identified, emphasizing the utility of 
national registry data for exploring disease-specific mortality risks [176]. 
Additionally, the National Arthroplasty Registry served as a valuable resource for a 
comparative observational study involving 581,818 procedures. Compared with 
procedures employing technology-assisted instrumentation, there was a noteworthy 
association between conventional instrumentation during total knee arthroplasty 
and early postoperative death, highlighting the potential of registry data to inform 
best practices in healthcare procedures [177]. A comprehensive population-based 
nationwide cohort study conducted in Finland, which utilized data from two national 
health registries, examined 933,823 children born between 1996 and 2011. This 
study investigated potential infections with C. trachomatis, revealing a rare occur-
rence rate of 0.22 per 1000 births. These findings challenge previous assumptions, 
shedding light on transmission dynamics during pregnancy and illustrating the abil-
ity of national registries to provide statistically significant answers to common clini-
cal questions [178]. The impact of different dialysis modalities was addressed by 
drawing on data from national and regional registries of ten countries (Australia, 
New Zealand, Japan, China, Taiwan, Korea, Thailand, Hong Kong, Malaysia, and 
India). Despite challenges such as varying coding techniques and data limitations, 
data from 201,590 patients were useful for identifying significant influencing fac-
tors between dialysis modalities and outcomes [179].

1.7.3.2 � The Use of National Registry Data for Worldwide Collaboration

The National Cardiovascular Data Registry (NCDR), established by the American 
College of Cardiology, stands as an exemplary source of standardized, evidence-
based data on clinical topics and cardiovascular procedures [180, 181]. Another 
illustrative example arises from the multinational network of diabetic care centres 
known as SWEET. A 2021 study within this network utilized linear and logistic 
regression models to analyse participant data, revealing that lower HbA1c levels 
and fewer diabetic ketoacidosis (DKA) episodes were observed in participants uti-
lizing insulin pumps, continuous glucose monitoring, or a combination of both 
[182]. The collaborative nature of registries, exemplified by initiatives such as the 
SWEET, fosters international collaboration, enabling the evaluation of information 
from small national populations on a global scale, the establishment of 
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benchmarking practices, and the synergistic effects of shared data [183]. Other 
examples of this collaboration of data between registries include the collaboration 
between ten national registries to evaluate the outcome of renal replacement therapy 
for diabetic neuropathy, suggesting the flexibility of research options that could be 
derived from international data use [184]. Finally, a collaborative project involving 
7 well-known registries and the SWEET initiative provided a comparative perspec-
tive, combining data from over 900 facilities and 100,000 paediatric patients. This 
collaboration not only grants access to updated and representative data but also 
fosters open benchmarking collaboration between registries [183]. Collaborative 
initiatives among registries worldwide further amplify the potential of data manage-
ment, allowing for the analysis of large datasets that were previously impractical for 
researchers.

1.7.3.3 � The Use of National Registries for Supporting 
Regulatory Assessments

When RCT data are unavailable or are not ethical or feasible (as in the case of many 
rare diseases), patient registry data may support regulatory decision-making. For 
haemophilia, for example, the updated guideline for factor VIII products published 
by the EMA removes the obligation to conduct clinical trials in treatment-naïve 
patients but requires postlicensing trials on the basis of key data elements collected 
in patient registries [185]. Additionally, as in other European Medicines Agency 
(EMA) reviews, for conditional marketing authorization products, registration stud-
ies can provide postlicensing data that meet specific regulatory obligations to con-
firm safety and/or efficacy, such as for the recently approved chimeric antigen 
receptor (CAR) T-cell product thiagenlecleucel and axicabtagene in siloleucel [186, 
187]. Certain registries may be particularly valuable in terms of the size and repre-
sentativeness of the patient population, the length of follow-up of medically exposed 
patients, and the availability of data not collected by other real-world repositories.

The wealth of insights derived from these examples collectively underscores the 
pivotal role of national registries in advancing our understanding of health dynam-
ics and in shaping evidence-based interventions, highlighting the substantial impact 
and diverse applications of national registries in advancing our understanding of 
health-related phenomena at both the national scale and the international scale.

1.8 � Person-Generated Electronic Health Data

1.8.1 � Person-Generated Health Data: Background

Information on health generated by patients is not a new concept. Instead, oral med-
ical history has always served as the basis of medical consultation. Recently, this 
data collection process has also required the storage of records of medical events, 
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i.e. symptom frequency, blood glucose concentration records, to provide a longitu-
dinal record that will assist in clinical diagnosis and management.

The Office of the National Coordinator for Health Information Technology 
(ONC) from the United States defined person-generated health data (PGHD) as 
“health-related data including health history, symptoms, biometric data, treatment 
history, lifestyle choices, and other information-created, recorded, gathered or 
inferred by or from patients or their designees” [188]. PGHD differs from data pro-
duced in clinical settings and provider encounters in two important ways. First, 
patients, not providers, are primarily responsible for collecting or maintaining this 
information. Second, patients direct the sharing of this information with healthcare 
providers and other stakeholders. In this way, PGHD complements the provider’s 
collection and flow of health information in the health system. PGHD includes vari-
ous data types, such as the following:

•	 Vital signs measured by the patient (or proxy) (e.g. temperature, blood pressure, 
blood glucose, weight), which can be captured manually, by reading a mechani-
cal or electronic device, or automatically via a monitoring device.

•	 Self-reported lifestyle data (e.g. caloric intake, diet, exercise, hydration, and 
medication adherence) that are recorded by the patient or family member, and 
data collection usually occurs manually.

•	 Self-reported as perceived quality of life data (e.g. mood, sleep quality, level of 
pain, social contacts), which are mainly captured manually by the patient or a 
patient proxy.

•	 Other data, apart from health-related data, are known to the provider by the 
patient on a personalized individual basis [188].

PGHD collection can be supported by different tools, including smartphone 
apps, wearables, sensors, smart home appliances, medical record apps, etc. [189]. 
Although diverse organizations, such as the Veterans Health Administration, Kaiser 
Permanente, and others, are promoting a more systematic use of PGHD in its early 
stage, further work is still needed on many aspects of the PHGD to achieve its full 
potential.

1.8.2 � Person-Generated Health Data: Advantages 
and Challenges

Person-generated health data (PGHD) have emerged as a dynamic source with nota-
ble advantages and challenges in the realm of secondary health data use. One key 
advantage lies in its capacity to be recorded outside of clinical settings, significantly 
extending potential data collection timeframes [190]. PGHD is valuable because it 
can be recorded outside of a clinical or laboratory setting in places where people 
spend most of their time (e.g. at home, in the office, or in their community). PGHD 
may also be measured more frequently than conventional medical data. PGHD can 
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be combined with medical and other data (such as geographic location, weather, and 
community events) to provide a more detailed picture of an individual’s health over 
time [190].

By using digital tools to collect PGHD, researchers can communicate more 
widely and directly with potential study participants, allowing them to collect more 
data and improve their workflow. Special techniques include the use of scientific 
data platforms and remote sensing. Researchers can expand recruitment and enrol-
ment in their studies by incorporating digital tools that incorporate PGHD into their 
study designs and protocols, such as mobile health devices, online discussion 
forums, and health information platforms. Researchers do not need to rely as much 
on relationships with physicians or health systems to identify potential study par-
ticipants. Instead, they could provide promotional information about their studies 
directly to a broader and perhaps more diverse patient population through online 
postings on social media and email lists [191]. The use of PGHD technologies for 
electronic data collection and transmission helps streamline the research flow. 
Instead of manually entering patient data, data can flow electronically into the 
research database. Tools capable of cleaning data can simplify the process of ensur-
ing that the data are complete and ready for analysis. These electronic processes 
reduce the amount of work required by researchers and reduce the potential for 
human error in data entry [192].

PGHD has also proven invaluable in the context of clinical trials, especially in 
the reporting of adverse events. Patient reported Outcomes (PROs) derived from 
PGHD offer a more accurate portrayal of adverse events, addressing the significant 
underreporting—up to 76%—observed in traditional clinical trials. This clarity in 
reporting, whether through the support of data or digital twins during clinical trials 
or the utilization of other sources of information post-product release based on 
PGHD, enhances the understanding of patient experiences and contributes to the 
overall assessment of interventions [193].

The large volume of health data generated on a continuous basis provides a 
plethora of opportunities for secondary uses and for gathering new scientific evi-
dence that can impact the population.

The integration of PGHD into healthcare practices also introduces a set of chal-
lenges that necessitate careful consideration in the secondary use of health data. 
One primary challenge is associated with data governance, given that PGHD 
involves data generated directly by patients. Clear definitions regarding data holders 
and providers, the process of data collection, and establishing agreements between 
stakeholders become imperative for effective and ethical information collection 
[189]. The incorporation of new sources of data collection, such as the utilization of 
social media for pharmaco-epidemiologic research, presents an additional ethical 
consideration that requires thoughtful examination [189]. Motivating patients to 
actively engage as data providers poses another challenge, with concerns arising 
regarding unclear motivations and potential reluctance [189]. Additionally, patients 
can be inconsistent with using their apps and wearables, which introduces a new 
source of bias to the data [194].
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Moreover, the storage and management of PGHD currently demand substantial 
resources, posing a risk of deteriorating the doctor–patient relationship and render-
ing the data difficult to interpret [104]. The delineation of clear responsibilities and 
liabilities is crucial to address potential issues arising from the use of inaccurate 
PGHD in diagnosis or treatment. This includes establishing accountability for 
errors, whether they originate from the patient, the app used for data collection, or 
other contributing factors [195]. Apps and wearables may use different tools and 
methods for data collection, thereby affecting the reliability and accuracy of the data 
[190]. Further complications to data accuracy and reliability are introduced by the 
participants’ lack of knowledge. For example, they may incorrectly capture self-
reported data (such as that related to anxiety) if they do not receive proper education 
upfront [196]. In addition to patients, practitioners may also misinterpret PGHD, 
and in some cases, PGHD lacks context (e.g. a spike in heart rate may be caused by 
exercise or stress); in both cases, the interpretation of the results may be misleading 
[197]. Additionally, the diverse characteristics of PGHD, encompassing various 
items, tools, communication channels, and workflows, necessitate the development 
of new standards to meet the demands of multiple stakeholders, including patients, 
app developers, EHR suppliers, and physicians [195]. Finally, data governance is an 
essential part of the effective use of PGHD and is required at every stage of the 
process, from data collection to dissemination of results. Agreement between study 
organizers and participants on the principles of information sharing is central to 
ensuring trust and includes consideration of confidentiality and legal liability. The 
development of patient privacy standards and guidelines and/or the updating of 
existing guidelines [198, 199] is important as the use of PGHD increases and new 
issues emerge. Legal aspects such as informed consent and data security are a con-
cern in PGHD research, as are standards for electronic consent (consent is evolving) 
[200]. As the healthcare landscape evolves with the integration of PGHD, address-
ing these challenges becomes imperative to ensure the responsible and effective use 
of PGHD for improving healthcare outcomes.

1.8.3 � PGHD: Examples of Reuse

The Use of PGHD in Research Endeavours
The secondary use of person-generated health data (PGHD) occurs in various 
domains, demonstrating its versatility and impact on biomedical research and 
healthcare practices. In the realm of scientific initiatives, the US Precision Medicine 
Initiative (PMI), specifically the All of Us Research Program [201], underscores the 
importance of collecting primary PGHD through participatory technologies such as 
web-based surveys, wearable devices, and smartphone apps. This ambitious pro-
gramme aims to build a vast data repository with over one million participants, col-
laborating with projects such as the health US-based eHeart Study [202] and the 
Health Data Exploration Network [203] to collect primary PGHD reporting 
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environmental risk factors for biomedical research across diverse populations of 
both healthy individuals and patients.

Biometric data, encompassing wireless scales, blood pressure cuffs, thermome-
ters, pulse oximeters, heart rate monitors, and blood glucose metres offer valuable 
insights when integrated with smartphone apps [204–206]. Some smartwatches 
even include electrocardiogram readings, which are more accurate than ambulatory 
ECGs and are useful for screening for atrial fibrillation and cardiac issues. The reuse 
of biometric data highlights the potential of PGHD in monitoring and managing 
various health parameters. Physical activity monitoring has evolved from acceler-
ometers in the 1980s [207] to modern wrist-worn activity trackers, which have 
gained acceptance in research due to enhanced data accuracy [208–210]. 
Smartphones equipped with accelerometers can distinguish between different phys-
ical activities, offering a convenient and acceptable alternative to wrist-based track-
ers [211, 212]. Given the established benefits of regular physical activity, the use of 
PGHD from these devices holds promise for future studies.

The Use of Substandard Real-Time PGHD Data for Detecting and Predicting 
Health-Related Outcomes
Location data, derived from smartphones via GPS, Wi-Fi, and Google Location 
History, provide insights into patients’ community mobility and its correlation with 
mental and physical well-being [213–216]. Such data can offer valuable informa-
tion about daily activities outside the home, contributing to the assessment of qual-
ity of life. In mental health studies, GPS measurements of movement have been 
employed to detect depression with a remarkable accuracy of 87% [217].

The Use of PGHD in Decision-Making Processes
The use of technological innovations for PGHD has the potential to improve the 
individualized management of disease care (such as cancer) across the continuum 
from primary prevention to treatment and survival [218]. For example, a PGHD 
analysis focused on the detection of mental distress facilitated the identification of 
individuals in need of mental health treatment, help, and support [219]. Mobile 
technology applications that allow patients to identify and report symptoms or side 
effects of treatment between routine clinic visits can improve adherence to treat-
ment plans [220].

The Use of PGHD to Improve the Collection of Certain Data Types
The assessment of dietary habits, a historically challenging endeavour, has improved 
with PGHD. Traditional retrospective questionnaires suffer from recall and social 
desirability biases. Web- or app-based dietary measurements provide a more accu-
rate and less burdensome alternative [221, 222]. Future innovations may involve the 
use of smartphone cameras and machine learning algorithms to identify foods and 
portions, reducing participant burden and enhancing the collection of dietary infor-
mation in studies [223, 224]. These examples illustrate the expansive potential of 
PGHD in transforming healthcare research and practices across diverse domains.
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1.9 � Social and Behavioural Determinants of Health

1.9.1 � Social and Behavioural Determinants 
of Health: Background

The Healthy People programme, which is part of the US Department of Health and 
Human Services Office of Disease Prevention and Health Promotion, defines social 
determinants of health (SDOHs) as “the conditions in the environments where peo-
ple are born, live, learn, work, play, worship, and age that affect a wide range of 
health, functioning, and quality-of-life outcomes and risks” [225]. SDOHs are also 
known as social and behavioural determinants of health (SBDHs) [226]. As stated 
by the WHO, the SDOH has important implications for health inequalities, namely 
unfair and avoidable differences in health status within and between countries. In 
countries of all income levels, health and disease follow a social gradient: the worse 
the socioeconomic status is, the worse the health. It is estimated that social factors 
may be more important than healthcare or lifestyle choices in influencing health. 
For example, many studies have shown that SDOH is responsible for 30–55% of 
health effects. Another estimation shows that sectors outside health contribute to 
population health outcomes to a greater extent than does the health sector itself [227].

With respect to five key areas: (1) economic stability, (2) education access and 
quality, (3) social and community context, (4) neighbourhood and environment, and 
(5) healthcare access and quality, research has demonstrated that SBDH factors 
account for more than one-third of the estimated annual deaths in the United States. 
In contrast, integrating SBDH factors such as education, lifestyle, physical activity, 
and diet could improve the management of diseases such as Alzheimer’s disease or 
diabetes. Integrating SBDH into the EHR system could help address such a factor’s 
key role in healthcare and further improve patient care outcomes in ways that would 
not be possible otherwise [226].

1.9.2 � SBDH: Advantages and Challenges

The secondary use of social determinants of health (SBDH) data presents notable 
advantages and challenges, as recognized in the literature. Reusing SBDH data has 
the potential to significantly enhance care management by incorporating economic, 
social, and behavioural factors associated with a patient’s health. This holistic 
approach to decision-making improves the efficiency of care plans and better 
addresses the needs of vulnerable populations, ensuring a more comprehensive and 
tailored healthcare strategy [228]. Moreover, addressing SBDH factors has the 
potential to reduce healthcare utilization, as exemplified by programmes initiated by 
the Centres for Medicare and Medicaid. These initiatives aim to systematically 
identify and address health-related social needs, such as food insecurity and inade-
quate housing, with the goal of lowering the overall demand for healthcare services 
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among community-dwelling Medicare and Medicaid beneficiaries [229]. Such pro-
grammes signify a transformative shift in how clinical and community service pro-
viders collaborate, ensuring that patients receive services and support aligned with 
their specific needs.

Furthermore, the integration of SBDH data holds promise for improving risk 
adjustment payment models and enhancing the design of performance-based incen-
tives. Notably, the first US payment model incorporating SBDH variables, 
MassHealth, introduced variables such as a neighbourhood stress score and a mea-
sure of unstable housing. The inclusion of these variables, alongside additional data 
such as individuals’ use of services from the Departments of Mental Health or 
Developmental Services, in the diagnosis-based model resulted in a more accurate 
alignment of payments to costs for several vulnerable categories. This example 
highlights the potential of SBDH data to refine payment models and incentivize 
performance in a manner that considers the diverse social determinants impacting 
healthcare outcomes [230]. In essence, the reuse of SBDH data offers a multifaceted 
approach to healthcare management, with the potential to optimize care plans, 
reduce healthcare utilization, and enhance the alignment of payments to actual 
costs, particularly for vulnerable populations.

Reusing SBDH data presents several challenges that warrant attention and 
thoughtful solutions. First and foremost, data collection and algorithm bias pose 
significant risks. Currently, the representation of SBDH in EHRs is limited, with 
only some aspects registered in clinical text. The integration of SBDH data with 
technologies such as AI to support clinical decisions holds promise but is suscepti-
ble to bias, potentially resulting in unfair decision scenarios. Addressing bias in data 
collection and interpretation is crucial to ensure the responsible integration of 
SBDH and PGHD to improve patient outcomes and avoid potential disparities [226].

Translating SBDH data into meaningful results is a complex task, particularly in 
the context of EHR incentive programmes. These programmes focus on capturing 
data, optimizing the clinical workflow, and promoting continuous quality improve-
ment to eliminate healthcare inequalities. The third stage emphasizes the impor-
tance of addressing the relationship between SBDH and health outcomes. Recent 
research underscores the positive impact of incorporating SBDH into EHR, leading 
to improved outcomes such as increased performance, higher medication adherence 
rates, reduced hospitalization risk, and other positive indicators [231].

Furthermore, there are also barriers to the widespread implementation of SBDH 
screening in healthcare encounters. Key SBDH measures are not routinely col-
lected, and when collected, rarely validated instruments are employed, limiting the 
secondary use of this valuable information. The obstacles include providers’ unwill-
ingness to address patients’ needs without clear resources, concerns about the 
impact on patient–provider relationships, a lack of training, an absence of incentives 
to record findings, and a lack of agreement on which SBDH to screen for and the 
most reliable standardized tools [232].

Context challenges further complicate SBDH data collection, requiring special 
considerations for sensitive situations. Factors such as unstable housing situations 
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when caring for a child or an elder or when dealing with a drug-dependent family 
member introduce complexities in the selection of appropriate scenarios and types 
of questions for each patient. Similar to the approach of patient-centred and person-
alized care, SBDH data collection practices need to be tailored for each patient 
scenario, whether conducted in person or via data collection technologies [228]. In 
navigating these challenges, the responsible and ethical use of SBDH data becomes 
imperative for fostering equitable healthcare practices and outcomes.

1.9.3 � SBDH: Examples of Reuse

The Use of SBDH in Disease Prediction
The secondary use of SBDH data has demonstrated its potential in various impact-
ful applications. Prediction models have been developed to identify patients at risk 
on the basis of socioeconomic factors. Research has shown that low socioeconomic 
status and socioeconomic distress are associated with the risk of comorbid sub-
stance use disorders and opioid misuse [233, 234]. Furthermore, studies have 
explored the use of SBDH in predicting suicide risk, with factors such as education 
level, employment status, and income significantly correlated with suicidal behav-
iour in mentally ill patients [235–237]. Tools such as the OxMIS have been designed 
to predict suicide in severely mentally ill patients, incorporating SBDH factors such 
as education and substance abuse [238].

The Use of SBDH in Disease Management
SBDH data integration has also proven valuable in designing interventions for 
improved disease management. Semantic extract, transform, and load (ETL) ser-
vices and dashboard systems such as the MOSAIC have contributed to better man-
aging conditions such as obesity and diabetes. For example, patient education on 
lifestyle interventions associated with improved glycaemic control in diabetes 
patients highlights the potential for the use of SBDH data to enhance disease man-
agement [239–241].

The Use of SBDH in the Prediction of Disease Progress and Outcome
Moreover, the reuse of SBDH data plays a pivotal role in predicting the progression 
and outcomes of various disease states. Factors such as housing status, including 
homelessness, and geographic location have been identified as influencing mental, 
behavioural, and neurodevelopmental disorders, as well as circulatory system dis-
eases [242]. Geographic location, which acts as a surrogate for socioeconomic char-
acteristics, has been associated with multiple diseases, health conditions, and high 
mortality rates [243]. These examples underscore the versatility and significance of 
SBDH data in informing healthcare decision-making, designing interventions, and 
predicting health outcomes.

1.9  Social and Behavioural Determinants of Health
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The Use of SBDH in Improving the Design of Risk-Adjusted Payment Models 
and Performance-Based Incentives
The first US payment model, which includes SDBH variables, was described previ-
ously [230]. In October 2016, MassHealth, which includes Massachusetts’ Medicaid 
and Children’s Health Insurance programmes, added two SDBH variables: the 
neighbourhood stress score and the amount of unstable housing. Adding the avail-
able SDBH and other data (e.g. whether subjects used the services of the Departments 
of Mental Health or Developmental Services) to the diagnosis-based model led to 
improved matching of payments to costs for several vulnerable member categories. 
However, improving such SDBH risk adjustment models requires fairly complete 
information on SDBH factors in medical encounters and claims data, which is a 
problem noted by Torres and colleagues [228].
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